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Abstract:

the standard model while simultaneously having strong security . The main issue is how a simulator is able to deal with reveal-queries

In recent years, a few escrowable ID-AKA protocols have been proposed, but none of them are provably secure in

without the help of random oracles. In this paper, we presented a method incorporating a built-in security trapdoor function in an es-
crowable ID-AKA protocol. The security of our protocol relied on the hardness of the decisional Bilinear Diffie-Hellman Inversion
problem. Meanwhile, we extended the security game of ID-AKA protocols to resist stronger adversarial powers, which allowed our
security game to capture additional security properties such as perfect forward secrecy, ephemeral secrets reveal resistance and so
on. Assuming that no adversary can obtain the master secret key and each party in the protocol has at least one uncompromised se-

cret, our scheme is secure.
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oracle-1 Y Test 10) 0] . A0S s 2 X, B A7 1F B TCHE Y T
LIS IT A UC R, I 20 B 28 1L E XK (Event 5) ; 1%
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AL i SR TMI( 1, €', q,5 s q,) - ID-AKA 224>
H e =<1-i)<1 —%)i,z’ =1+ 0(qp+q,(0+
p+7+E)).

ER BRERAERTF (t, e, g0 ¢y q,)-A 1R
Gamey , I8 2 7T i it —AN523% B FI A A fi# 2 DBDH [7]
.25 % DBDH 6K (g, g°, &*, g5, T), B AT 55 R X 4
T=e(g,g) ™l EREGHH—HEHLR G .
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B FEHLIEIUE T ¢ € G &Q,BEZN,ﬂ“% u=g
Flv= g  BEE h= g Ff params = (g, u,v, h) KL A.

BEENLESE XE[1,4,],1€[1,¢,],JE[1,q,], 1
J LIPS IR As 53R LMl L, 4% T 517 L& A
B JET 0. g1 gus Ly, Lol X TE 2.

Corrupt(ID;) : i 211% ]

OXFF fresh-oracle-11, W5 Ly, A 7E G (1D, r,,
h) B (riy b)) s @0, B BEOLIEFE r, € Z,, #HH”
PR DRV Cry s by = BV PPy B Ly,
I iy hy) .

@XFF fresh-oracle-111, W ID, = ID, 5§ 1D, = ID,;,B
LB (Eventl) s 0], 5 OAF[H .

Send(IT; ;, M) : &% (7]

O I CAETE, HAREFE L, B I E M
=M, f=1.

QOENGR M = A, BIEE IT; R S8 15 L &
WO, M A B I W TS AL

@XFTF fresh-oracle-11, B ][] Corrupt (1D, ) , A% 1D,
MIEEEA (ryu by)

()R s = X, BRENLIESE LEZ,, % 1, = ("),
. Til — (tb><ﬂ+IDj)/a.(UgIDj)rL _ (UgIDj)rlJrllb/a’ Tiz =4
W= gt ) Hf.j'i Hfﬁﬁpﬁ@ﬂ,/&\ l, = (gf)l',ﬁ‘
B Tyo= () (g™ = (og™ ) e T =t
R I R E T LB R ¢ = L
=T, | 7, @MW BRE ;=M =T, | T,,fi;=1,M
=M.

(BTN, s X H I AR5 I AR UG e i 71 5
B, B BELIEEE « € 2, 6 IBMHE (7, , T,), % IT,
WEREBEI,BE =0, M= T, | T, EWBE o
=a,Mi=T, | T, ,Mj=M,f;,;=1.

@X}TF fresh-oracle-TIT, B BFENLIESE «, 01> 0;€ Zp It
W% (o, o) MR 1D, D IR 28K

()R i= 1,358 T, = (gh)etPem) (yg)x =
(vgP)* 00 T = (") - u = Pl R i = 33
Til — (gﬂ)p.,(ﬁ+IDj>(yngj>x — (ngD,)x+ch’ Tiz — (gc)p‘,a —_
=u"ter,

(B)UAR i I N i J,BifE Corrupt(ID;) , BLAFID;
MEBT Cry b)) TR T, = (o) " 7, T = w7

(VU T, R RH B WL, (=, M= T,
Ir,, SWEE =, Mi=T, || T,,M=M,f,;=1.

Qe M.

Ephemeral-secret ( IT; ;) : W 2% i 18], W0 2R IT; /2
fresh-oracle-11, B, & & 5 fresh-oracle-1T AH VE i 1 7 5 #L,

B 2% 117 XK (Event2) s W IT; 7E Lsrp AAEAE N g i |,
O OIS (0GR AL o,

Reveal (IT; ;) : Y 5]y 7]

Oun 5 II;, j% fresh-oracle-11 B{ 5 fresh-oracle-11 #H DT
B, B 2% 110K (Event3) s 4R 7 =0, B A il | ; &0, B
WIS Lo, W KL, 2 | R[] K5 75001, B i )
Corrupt(ID;) 155 K; ; = e 7/’2 T, hi)t:ﬂ“

Q% I, ; J& fresh-oracle-111 8% 5 fresh-oracle-IIT A T
B, B 2% 11 IRk (Eventd) s WK 7 =0, B A il | ; &0, B
BIF R L, MR K= LR B K, & A7 7E 1)
5 1T DS, RO .

(a)WE i=1Nj=J,BIE

Ki, = T0e((g")7, h)e((g*)r h)e( g, h)' .

(D) i=JNj=1,Bil5

Ki, = T0e((g), k) e (), h)e( g, h)' .

()R i TN i J,B i Corrupt(ID;) , BUAHID;
HOH (rioh) ST K= o1 T hi)"re

()5 o2 J Nz 1, B 1 Cormpt (1)), BUEHD)
HIBEH o ) FEE K= (10T, )70

@I K4 LA 220, B K.

Test(IT; ;) : 55— BOfl R 25 LUS

DA i#R fresh-oracle-IT Test #[0]. WM s = X, 8f 17
TEC OB 105 AL I, 5 I3 AH DR B, D) ¢ 1k i 2K
(Event5) ; 5 U] B #5513 LM Ly, W54 K =
T e ()" 1) ()" h) el g h)™.

@A 3R fresh-oracle-TIT Test ] [0]. 457 s« XV i [
Vo J SAPED R BB I, 5 0T ARSI
Wk (Event6) ; 0] B A if1 51 3% Lg, VA -5 K{j =
T2 (), h) ()0, ) e( g h)"

Test W[ Z5 LA , A AT LA4RZEFRAT Test LSNP
[a], (A BEE IR fresh-oracle-11 Fil fresh-oracle-I11 f%) 38 fif
P e, AR B ' € 10, 1) . Bt o' VE X}
DBDH P i 1) 1z 2 .

2R B ARZ R Yiexk, F m AP J7 T 20 Hr B A A
SR f#% DBDH [ 8 (4 HE % .

O F A BEF T fresh-oracle-11 HE 17 Bk 1% N &
(Event7) , B4 Event7 & A IR N

Pr[ Event7 ] = Pr[ Event2 VV Event3 V Event5 ] .

AL PR W] LU g 2/3/5 AHE AT )

Pr[ Event7 ] = Pr[ Event2 ] A\ Pr[ Event3 ] A Pr[ Event5 ]

L2y
4% 9
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A AR I HER A
Pr[ A wins| Event7 ] ;—(1 - £)2
9o q

WIS 7= el g )™ LIS
K;,] = Ttlfju/ﬂ_e((gl))t:/a,h)r/(?((gc)lf/a,h>rle(g,h>rlrl
= e(g, h)(f‘+l‘b/a)(rj+[jc/a>
n
|PI'[B(g’ g",gb,gC,e(g,g)abc) :O] |
=1/2 + PI”[A wins | EVent7]
2y,

WER T e(g, )™ TE Gy EREHLIM T,

IP[B(g,g, 8", ¢, T)=0]1=1/2.

A2 BFH A B DBDH [A] L (3

IPrB(g, g g" g e(g,g)™) =0]

- Pr[B(g,ga,gb,g", T)=0]I

=e(l- %)2.

QA EFE T fresh-oracle-IIT PEAT Pk %
R4 Event8 KA IHER Ry

Pr[ Event8 ] = Pr[ Eventl V Event4 V Event6 ] .

AL FE AT LU = 1/4/6 AH B AT, U]

=1/2+5(1-
q

% (Event8) ,

Pr[ Event8 ] = Pr[ Eventl ] A Pr[ Event4 ] A Pr[ Event6 ]
>(1——)(1——)—

AR

Pr[ A wins| Event8] = (1 - %)(1 - l)i

W T=c(g,g)™,H

KY )= Tee((g)0 h) e (g0, h) e g, )"
- (g, h>(1j+p11))<tjy'+plc>

n

|Pr[B(g,g“,gb,gc,e(g,g)’lbc) =0]I

=1/2 + Pr[ A wins!| Event8 ]

—g)(l _l)i

qi 4o 4o
WA T e(g, g) ™ G BRI A 5045, ]
|Pr[B(g,g“,gb,gc, T)=0]1 =1.2.
A2 B A A gk DBDH [a) & i A 3y
IPr[B(g, 2", &", ¢ e(g.g)™) =0]
- Pr[B(g g, gb g, T) =0]I

S(1-2)1-2)&.
qi 90

o

MR BB AT T 0(q,) Ik G LR EER
0(q; + ¢g)IR G FHFEEER . 0(q,)IR G, LHTEEGS
BLAI O q,) IR XT B A AR 258105 () sk () 42 2% 1

=12+ (1

Rt =1+ 0(qp+q,(0+ @+ 7+&)). IEEE

EIS W (1, eqen)-TCR BT KA, H = 2
(¢ ¢, q,5qirq,) -ID-AKA &4, W m 3 2 (¢ 7 ,e ™ )-1D-
AKA L4 B e =’ (1—eqep),t " =t + 0(q,p).

IERA BRI TCR %L H( » ) T &6 %4
Hh, Game, 5 Game, [ 3 Xk L FEAHR] . W2ER Hash filf 48 44
K B4 B LR Game, . 3% B 5E X Hash filf 18 2F- 44
K HE ISR N Pr[ Hash Abort] .

AR (1, eqeg)-TCRABRBIIT, W)

Pr[ Hash Abort] < eqcg

= Pr[ HashAbort] = (1 — eqcg) .

A BRI Game, [AEZE A «

Pr[ A wins Game, ] = Pr[ A wins Game, /\m@.

HT A A5 Gamey5 Hash filf 48 =5 /4 4H 5.k
S, B4

Pr[ A wins Game, ]

=Pr[ A wins Gameo]Pr[m%)Mt]

=e (1 -eqp)-

Hit,e = (1 - eqep).

Game, [ Game 3/l T 0(q,) K Hash iB%5. % ¢ &
7~ Hash I8 I E] 824,07 = ¢/ + 0(q,p).

4.3 SHELE

e 1 XHIRTHE I JLFD ID-AKA PRSGHEAT T H 4.
IR FEIN 2R T 6 LHREBHE (M) .G
G, FHTEEUSH (E, Ep) VSO X IB B (P). %4
PR T F2 228128 1 85 I R P2k (KCT) L 58 38 i ) 42 4
(FPS) FIHTLIIfG Bif ik 2% 1tk % (ESR) =A% & @ M (X =4~
GRIFEAE T EEM AKA PrCEEE) . 15 8 7
T A T A P 36 R0 i Bl i, o, 16
(Gp)ZFmHRE G(Gp) B 1 ATEHR, IH RR— DA
{H.

A ERIRRE, H AT 32 2 A7 A B AL 5 B R
PR (TCREAL IS ) P2 . Huang %A[g]]}’&l’:ﬂ ID-eCK
BAY , BEASEAU 5 I Hij ] 22 4 P FR T I B s 235 1Mt 6% 42 4
ri e ID-mBJM A5 S S £t E 2% 1 %umu

A N T JCREHLI A ID-BIM B, {H
TI‘]%‘B,%{H%T ID-BJM B X i 1] 2 4 M A AL AL [ﬂlﬂ:,ﬂﬁ
ITBIRERS LG ID-BIM KA B 55, FATT T ID-wsBIM 357 .
ARSCAER (38 TD-esBIM) 76 TD-wsBIM A5 71 L fily |-
UL 58 5 T 1w 22 4 PR R i ) 000 2 T 6 222 4k

FEH ST A A5 T8 75 T A SO #AUE A 1 1
?J\XXQ)% MExbiz 8, HA SRR T8 TF 8 Gl AE TH A A 1
deg NIt Hudng S REZTIAE G FRTT
2R ARS8 S RO 1 i e 1) 42 A O RN PR 2K
B G BRI TREE ML FWEILA FIHA
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2R G ERTER A LAESRAE 14 1P r i, AT
SN 1P o BRI, MR, A ST SR A
PERETEAL .

BEAh, S 1 R BREEAL S AL, b v 20 o A 3
IRAGLE AP T T eRR, NG o TR R T Y 8 A D TR AE
SR FHAR R 1 P 05 1) 0 B AR . B AR Gao BT

K T 5 R4 485 (DBDH IR %) , (H IR % T REH
5 BT IR A5 i R 22 b, 22 MRS AR SCR T
q-BDHI [a) 780 % HC A s PE BB, A28 A DHI . STk
[20]3732 T DHI % 5 #r v & 4 R % ( Generalized DH
assumption) Mt R,FWH g-DHI R%zZE 5 ( q+1 )-Gener-
alized DH 1R 1% .

F 1 ID-AKA Hhif b5
b R | R | RESERIIER | ke
Wang P ® IM+2E;+2P | / | X 16 GBDH = REAIL T 5 AR AL (ID-mBIM)
Huang P 3M+2P N RV IV 16 BDH 7 BEHL T = B2 (TD-eCK)
Fujioka Hpi% 110! 4E +4P vVl v Vv 1G BDH % BEHLT 5 B8 (ID-eCK)
Pandit(II) P! [ IM+2E,+2P | v | v | Vv | 1G+1H GBDH P BEHLT = A8 (ID-eCK)
Pandit(I) MMM | 3M+ 1E,+4P | v | V | Vv | 26+1H GBDH 7 REAL T 5 A58 (1ID-eCK)
Ni i1 3M+2P NV VAR IRV 1G CBDH 2 FfAIL T 5 HEA (eID-eCK)
Gao P S5E+2P VoV x 2G BDH & BRI AL (ID-wsBJM)
Ghy B 6] 2E+6E;+1P | x Vo V| 16426, q-ABDHE i B (ID-wsBIM)
Chen B[ 2E+3E;+1P| | vV | V 26 q-ABDHE 5 FRUERLR! (ID-sBIM)
AL AE+1E,+1P | v | v | V 26 BDH/ ¢-BDHI b3 FRUEREE (ID-esBIM)
5 &EiE [4] BIVE, & R ARUERER R W] HIELE 4 038 B AT 3L B0

ARSCOFFE T A4 1 5L T B 0 DR 3 57 3 R B
T H gz AR 2 ) ID-AKA PR i8035 T A0 1 ik 5 2
WAHIHEYE ¢-BDHI R B, R KR GIETT 20,4075 1 48
H U ACH. . KGC Al i 4% 2 TF B AR A G 2 8, K
SREE SR ISR, LSRR L L T ID-
BIM R HY A SO SRR AL 73k TE IS o 5068 0 23U X
Game, F11 58221 XK Game, /™ B Bz, 97 8 2 SCHT B 11 &
BL, S8 10 282 4 s M TR sUA A0, e 7 e A 1Y
AR SCHRS R B A i A

%30k
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